Setup With Google for Admins

Overview

MyWhistleBox by default will send out requests emails (Upload, Signature etc.) using it’s own SMTP
mail server. This has the side effect of emails “coming from” mywhistlebox.com and not the customers
email account. Using the MyWhistleBox email settings, the default can be overridden to use an email
server of the customers choice. Using the Google connector, you can connect to Google Mail via
OAuth2.

This article will cover the required steps necessary for an administrator to configure the connector for
outbound email messages.

Prerequisites

* You must have a MyWhistleBox Professional level plan.
* You must have an active Google Workspace or Google Apps account to configure the Google
connector for your instance.

Steps to Complete

Before users may connect their Google accounts to MyWhistleBox, an admin user must complete the
initial, system-wide Google connector configuration. The following sections explain how the
administrator can acquire the proper API credentials from Google and use those credentials to set up
the connector in MyWhistleBox.

Enabling Google APIs and Creating Credentials

To set up the MyWhistleBox Google email connector, you must first enable the appropriate Google
APIs and create credentials to obtain a Client ID and Client Secret.

1. Using your web browser, navigate to the Google Developers site
(https://console.cloud.google.com).

2. Sign in using the Google account under which you would like to register the application.

3. Create a new project:

Click "Select a project" in the navigation bar. Click "New Project" in the Select a project
window.
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Enter a project name of your choice (e.g., MyWhistleBox Google Connector) and then click "Create".
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4. Click the Google Cloud Platform logo in the top left of the screen and ensure that you are
working in your newly created project (e.g., MyWhistleBox Google Connector). Click “Api’s
and Services” from the Quick Access buttons.
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5. Enable the API. Click "Enable APIs & Services" from the sidebar.
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6. Click "+ Enable APIs and Services" at the top of the page.
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7. Locate "Gmail API" on the API Library page and click on it. Then, click the Enable button.



8. Now configure your Oauth Consent Screen. If this is your first API project, Google may prompt
you. Either way click "OAuth Consent Screen".
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9. On the "OAuth consent screen" page, select “Make Internal" or the Internal radio button as the
user type. Click "Create".
Note: If you do not have a Google Workspace account, you must choose "External”. We don’t
guarantee plain gmail accounts.

10.In Step 1, fill out the App Name (e.g. MyWhistleBox), User Support Email and Developer
Contact email at the bottom. They can both be the same email. Then Save and Continue.
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11.0n the "Scopes" page, click “Add or Remove Scopes”.
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12.Then locate under Gmail API, “Send Email on your Behalf” in the list and select (hint, it’s
usually on the last page), then click Update.

= APl Scope User-facing description
O Grail API ...fauth/gmail.addons.current View your email messages when the add-on is
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Service .../auth/service.management Manage your Google API service configuration
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Then Click “Save and Continue”

13. Now create credentials. Click "Credentials" on the left side menu, click "+ Create
Credentials", and select "OAuth client ID".
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14. Select "Web application" on the "Create OAuth client ID" screen, then enter or copy and
paste the Authorized Redirect URI:
https://test. mywhistlebox.com/service-links/oauth/refresh.php.
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15. Click "Create" to generate your unique credentials. The Client ID and Client Secret
information will display in a pop-up window. Record both of these values so that you can
enter them into MyWhistleBox email setup.
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16. Go to the next section with your Client ID and Client Secret and go to the next section to
configure the Connector.

Configuring MyWhistleBox Email Settings

Once the Google API has been configured, you can then configure MyWhistleBox's email connector
using MyWhistleBox's Email Settings Page. You will need your Client Id, Client Secret and an email
address that is part of your Workspace domain. Authorization is required. After saving the credentials,
you should be able to successfully Authorize and send a Test Email.
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